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Anomauia. Cmanoapmu 3abe3neyenns akocmi npoekmysants i pozpooku ISO 9000 wupoxo 3acmocosy-
10mucs npu pobomi i3 npoepamuum 3abesneueHHam. binowicme cyuacnux KOMnAuii npasHyms ompumamu
axkpeoumayiio 3a ISO 9001, wob norinwumu ceoi noxasuuxu. Y moil snce uac 0Jist 0esKux 2anyzei 0ompu-
MAHHS 3A3HAYEHUX CManoapmis € HeobxioHum. Bacamo komnaniii y danuil yac noKiIadaomecs Ha iH@op-
Mayitini cucmemu 015 8e0enHs GisHecy, Wo CMauo NPpUYUHOI0 Mo20, Wo Ol OMPUMAHHA aKpeoumayii 6
yux oonacmsax IT-komnanisamu 0ooaiomvcs eenudesni sycunis. Bukopucmannusa npoepamnoeo 3abe3neuen-
H5L [ KOMN'TomepHux mepedic npaKkmuyHo 8 yCix cghepax cyuacho20 HCUmms 3SHaA¥HO NIOSUWYE aANCTUBICIND
ix cmabinvHoi pobomu i npodykmusnocmi 3azaiom. Ilpoyec 3abesnevenns sskocmi QA € nomyscHum iu-
CMPYMEHMOM, W0 0ONOMA2AE GUIHAYUMU U YCYHYMU MOXCIUGL 3001 inpopmayitinoi cucmemu Ha emani it
po3podku. Oonax 3abe3neyents UCOKO20 PIBHA AKOCMI 6UMA2AE YPAXYBAHHA 6NIUBY 6CIX KOMNOHEHMI8
cucmemu. [ane 00cnioxcenns npucesauene NUMAHHAM MeCMY8aHHs NPOSPAMHUX NPOOYKMIE Y DeHCUMI
Peanvrozo Yacy 3 ypaxyeauHsaM pisHoi NpOOYKMUGHOCMI KOMN TOMEPHUX Mepedc, Wo 0036015€ eMYlo8a-
MU YMOBU, MAKCUMANLHO OAU3LKI 00 pobomu Kinyesux kopucmyeauis. Takoxc 6UKOHAHO aHAi3 OOYiNbHO-
cmi eKOHOMIYHUX BUMPAm Ha npoyecu 3abe3neuentss AKocmi. JJocaiodceHo anzopummu 63aemooii Kopuc-
mysauig i3 OirYUMU CUCMEMAMU DedTbHO20 YACy NpU PI3HUX NOKASHUKAX NPOOYKMUBHOCHI Mepedci 3
Memoio 8U3HAYEeHHA HaAubinbw yacmux Oill KOpUCmMyeaya, aKi 8UKIUKAIOMb 3000 npoepamnozo 3abesne-
YeHHsl, I MOJCIUBO20 3aN00IcaHHA HACTIOKI8 yux Oiti nid uac npoyecy mecmyg8anus. Aesmopamu 3anpono-
HOBAHO 3a2aNbHI NIOX00U 00 MeCMy8anHs NPOOYKMUBHOCMI | 3PYUHOCHI GUKOPUCTHAHHS CUCMEMU 8 pa3i
NOCMITIHO20 NOZIPULeHH s POOOMU MEPEiCI.

Knrouoei cnosa: sabesneuenns sixocmi (QA), IT-cucmemu, npodykmusHicmos komn'tomeprux mepeic, QA
6 KOMN'TomepHux mepesicax, eKoOHOMIKa mecmy8aHHs..

Annomauus. Cmanoapmel obecneyenusi kayecmea npoekmuposanus u pazpabomxu 1SO 9000 wupoxo
npUMEeHUMbL NPU pabome ¢ NPOSPAMMHBIM 0becneyeHuem. bonvuuncmeo cogpemennblx KOMRaHUuL cmpe-
mames nonyuums akkpeoumayuio no 1SO 9001, umobul ynyywums ceou nokasamenu. A 014 HeKOMOPbIX
ompaciel npuoepICUBaHUE YKAZAHHLIM CIMAHOApmMam s6asemcs Heobxooumvim. Muozcue xomnanuu 8
Hacmosiwee 8pems NOLA2ArOMCs HA UHDOPMAYUOHHbIe cucmembl OISl 6e0eHUs Ou3Heca, NOIMoMY O No-
JyYeHus akkpeoumayuu 6 smux ooaacmsax IT-komnanuamu npunazaiomes o2pomuuvle ycunus. Mcnoav3o-
8aHUE NPOCPAMMHO20 0DeCneyeHUs U KOMNbIOMEPHBIX cemell NPaKmu4ecKu 80 8cex cpepax cogpemeHHOl
JHCUBHU 3HAYUMETHHO NOGbIUUACT 8AJICHOCb UX CIMAOUTbHOCMU U npouszsooumenvrocmu. [lpoyecc obec-
neyenus xkawecmea QA seisemcs MOWHBIM UHCMPYMEHMOM, NOMOLAIOWUM ONpedelums U YCMpPaHums
803MOJICHBLE COOU cucmembl Ha smane ux paspabomku. OOHaKo obecneyeHue 8blcOK020 YPOBHs Kawecmsd
mpebyem yuema IUAHUSL 8CeX KOMNOHEHMO8 cucmemsl. JJaHHoe UCCied08anue NoCBAUEeHO 8ONPOCam me-
CMUPOBAHUSL NPUTONCEHULL 8 PedCUME DeaslbHO20 BPEMEHU C YUEMOM PA3IUYHOU NPOU3BOOUMENbHOCU
KOMHIBIOMEPHBIX cemell, Ymo NO0360Jislem IMYIUPOBAMb YCA08UL, MAKCUMAILHO OIU3KUE K pabome KOHeu-
HbIX noavsosamereti. Takoice 8bINOIHEH AHANU3 YenecoobpasHocmu IKoHomudeckux zampam Ha QA. Hc-
Ce008aHbl ANI2OPUMMbL 83AUMOOCUCMEUSA NOb308aAMENeU C 0eliCMYIOUUMU CUCEMAMU PeanlbHO20 8pe-
MeHU NpuU PA3TUYHBIX NOKA3AMESX NPOU3B00UMENbHOCMU CemU C Yelbio OnpeoeieHus Hauboee 4acmbix
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deticmeuii noab306amelis, KOMopwle Gbl3vbl8AOn cOOU NPOSPAMMHOZO 0OecneueHus, u npedomspaueHus
UxX 60 8peMsi npoyecca mecmupoganusi. Aemopamu npeodiodlceHvl obujue nOOX00bl K MeCMUpO8aHUIo NP o-
U3800UMENLHOCU U YOOOCBA UCTOAL306AHUSL CUCHEMbL 8 CyHAe NOCMOSIHHOZO YXYOUleHUs. pabompl
cemu.

Knroueevie cnosa: obdecneuenue xavecmsa (QA), IT-cucmemvl, npou3so0umenbHOCMb KOMNbIOMEPHbIX
cemetl, QA 6 KOMRBLIOMEPHBIX CEMSAX, IKOHOMUKA MECMUPOBAHUSL.

Abstact. 1SO 9000 design and development quality standards are widely used in software. Most compa-
nies seek to gain accreditation to 1ISO 9001 to improve their overall performance. At the same time, com-
pliance with these standards is necessary for some industries. Many companies are now relying on infor-
mation systems for doing business, that is why huge efforts are being made to accredit IT companies in
these areas. Usage of software incorporating networks in almost all areas of modern life significantly in-
creases the importance of the stability of their operation and hence the quality of the performance. Quality
assurance process QA is a powerful instrument which helps to identify and eliminate potential failures of
an information system. However providing a high quality level requires considering the impact of all sys-
tem components. This issue is devoted to software testing in real time based on various performance com-
puter networks, allowing emulate conditions as close as possible to the end-users. The cost-effectiveness
analysis of quality assurance processes was also analyzed. Algorithms of users’ interaction with existing
real-time systems with different network performance indicators are investigated in order to determine the
most frequent user actions that cause software failures and possible prevention of the consequences of
these actions during the testing process. The authors propose general approaches to testing the perfor-
mance and usability of the system in the event of a permanent deterioration of the network.

Key words: Quality Assurance (QA), IT Systems, computer networks performance, QA in network envi-
ronment, testing economy.
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1. Introduction

Every part of everyday life involves IT and most devices used rely on software and networks for
their operation. This begs the question “How reliable is software and Networks?” Even
standalone software applications are released to the users which contain bugs. An analysis of
software problems found in systems before acceptance testing was carried out by Sommerville
[1] see Fig 1. These findings indicate the major problems being associated with the Design and
analysis as opposed to coding.

Engineering disciplines have addressed the elimination of errors by using Quality Assur-
ance (QA) processes but this has been slow to occur in the area of software development and op-
eration particularly when used in a networking environment. The quality of software ultimately
depends on the quality of the testing that takes place. From a business point of view there is a di-

chotomy between the require-

ment to deliver software at the

75% Errors found before earliest point and the length of

acceptance Testing time it takes to test the opera-
tion.

ISO 9000 and the asso-
ciated family of Quality Assur-
ance standard specifications
were originally published in
1987 by the International Or-
ganization for Standardization
(1SO). They underwent major
revision in 2000, 2008 and the
current versions of 1ISO 9000

) and ISO 9001 were published
Figure 1 — Breakdown of the causes of Software Errors in September 2015 [2]. Most

Coding Errors
36%

Analysis & Design
Errors 64%

30% Errors found before
acceptance Testing

118 ISSN 1028-9763. MatemaTuuni MamuHy i cuctemu, 2019, Ne 4



companies these days are reliant on their IT systems, their customer IT system, supplier IT sys-
tem and the network connecting these together. The QA standards are aimed at individual com-
panies and the requirement is that they communicate with customers, suppliers, etc. externally to
their QA system. Additionally there are no standards covering the infrastructure by which this is
communication is achieved.

ISO 9000 and 9001 released in 2015 are based around seven principles namely: Customer
focus, Leadership, Engagement of people, Process approach, Improvement, Evidence-based deci-
sion making, Relationship management. These are applicable to all disciplines of business. How-
ever ISO 9001 is the only standard within the ISO 9000 family that organizations can gain certi-
fication [3].

In the beginning of the 21st century it became obvious that the QA systems developed by
companies to comply with 1ISO 9001 had problems dealing with IT Systems. These were becom-
ing, more and more, a important to the business and so need special consideration. To this end a
Software Engineering standard was developed in 2014 (ISO 90003).

2. QA Basics

Quality Assurance (QA) can be identified as the process, performed to ensure the corresponding
quality level of a resulted product. Modern treads in software development demand that QA is a
compulsory part of modern software development process, responsible for compliance with the
requirements. QA includes Quality Management and Quality Control (QC). Ideally it covers all
stages of software development e.g. planning and management, analysis and design, implementa-
tion and integration, criteria development and estimation. However, often only QC based around
software verification using quality control technologies is performed. The main task of QA engi-
neers is to search for defects and comparison of real and described behavior. It is a cyclic process
repeated until the completion criteria is reached, i.e. result corresponds to requirements.

General scenario of QA is: software verification, defect identification, produces error
(bug) report, sending bug report to developers, bug fixing and verification of modified software.

To perform a rigorous QA process there are several types of testing which should be im-
plemented during the software development process. International Software Testing Qualifica-
tions Board (ISTQB) provides next determination: testing type is a tool for clear definition of the
goal of a certain level for a program or project. Testing types can be classified according to the
testing purpose (Fig. 2).

Another proposed classification is based on the testing levels and includes: Unit Testing,
Integration Testing, System Testing, Release Testing and Acceptance Testing.

To perform QA different testing technologies can be use. There are five general testing
technologies which correspond to different software development processes:

1. Formal testing i.e. testing according the documentation.

2. Exploratory testing, which implies simultaneous tests development and performance
without strict requirements.

3. Ad hoc testing is similar to exploratory testing with only difference that such testing
can be performed without background.

4. Scrum testing is agile technology, which covers all stages of software development and
includes both manual and auto testing.

5. Testing for Extreme Programming (XP) consider testing of the most important ele-
ments, which obtains “extreme level” during software development process.

Generally software development process includes analysis of requirements, design, im-
plementation and integration [6]. Two main approaches of QA can be specified: QA performed
on each stage or QA as a separate stage, performed after implementation and before integration

[7].
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First approach is a consistent process, which includes verification of client requirements,
checking of prototypes and mock-ups etc. at the design stage, module and integration testing at
the implementation stage with functional testing after its completion and, in some cases, support
testing after integration and release. Adopting such an approach guarantees a high quality level of
developed products, but requires resources (time and money). Due to the economics of the pro-
cess, in the most cases, QA is performed only after or as part of the implementation stage, which
allows reduce costs, but provides a lower QA level [8].
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Figure 2 — Testing types

Real-time testing is a complex task, since it must cover not only functional compliance
but also operation under strict timing constraints. Such testing is often performed at two levels.
The first level includes QA performance with static data (stabs) to discover general errors in log-
ic. Second level additionally covers timing parameters. Both levels include manual testing and
auto testing. Usually testing is performed using dedicated QA servers or hosts, which can contain
all the components of the system (in some cases some of them can be stabs). The availability of a
large number of testing tools in the market is explained by the importance and high popularity of
QA. The most popular with QA engineers are Selenium, Robotium, Linux Test Project, Junit for
auto testing and Sprinter by Hewlett Packard Enterprise, Browserstack and Usersnap for manual
testing [9].

3. Investigation of QA in Network Environments

3.1. Modern QA Problems

The availability of a huge number of testing tools and testing does not guarantee a high level of
system quality. In most cases characteristics obtained on test servers are very far from the real
results. Many problems appear because most of the testing is performed using black-box tech-
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niques. This means that only general system behavior is covered without consideration of the
possible problems that will be obtained after software integration into real network environments.
This is the main reason why even well-tested systems on QA server software still have significant
problems after release. This issue is partially covered by post-testing i.e. testing of the real de-
ployed software. However such technique allows only the discovery of defects post-factum. A
much better solution would be to prevent the appearance of problems related to real environment
operation. Such an approach should contain not only standard ways of testing, but testing with
changing settings of software architectural nodes characteristics that can affect software perfor-
mance.

3.2. Investigation of Networks on QA

The most frequent problems that appear in a real environment are problems due to network op-
eration. Pure network operation causes problems during resources loading, slow data processing
and data loss. In turn slow system operation can be a reason for unexpected user actions (e.g.
clicks), which can lead to system breaks, instability. A number of tests were performed to inves-
tigate user interaction with a live system.

Table 1 — The average No of clicks made by users in periods, with Pending Elements

Type of Content 0-4s 5-6s 7-10s 10-15s >15s
Styles (css) 3% 36% 92% 94% 98%
Data blocks (text, news 4% 27% 93% 94% 97%
etc.)

Forms <1% 15% 72% 91% 98%
Graphs, videos 3% 8% 41% 52% 57%
Navigation 4% 25% 91% 95% 97%
User Profile 3% 12% 53% 61% 67%

Table 1 describes the number of redundant clicks made by the person until the resources
are loaded. Experiments were also conducted Without Pending Elements and similar results were
obtained as can be seen in Table 2.

Table 2 — The average No of clicks made by users in periods, with Pending Elements

Type of Content 0-4s 5-6s 7-10s 10-15s >15s
Styles (css) 23% 56% 88% 95% 97%
Data blocks (text, news etc.) 13% 47% 78% 94% 96%
Forms 18% 78% 92% 95% 96%
Animation <1% <1% <1% <1% <1%
Graphs, videos 12% 38% 43% 54% 56%
Navigation 20% 66% 91% 94% 96%
User Profile 18% 25% 33% 41% 42%

3.3. Recommendation of Investigation of Networks on QA

Considering the fact that each click or action can leads to unexpected software behavior, analysis
of system behavior depending on different network settings is one of the tasks that should be per-
formed during QA. Analyzing these aspects can help to find bottle necks and process them before
the system is released as operational software. The results of such analysis should include:

— discovering Ul elements that should be disabled before all data is obtained to prevent
unexpected events;
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— discovering network requests with the longest time to complete with further optimiza-
tion of system operation with network resources (using asynchronous techniques, static data
caching and preload, minimization of source data etc.);

— setting alternative scenarios of operation for different data loadings to prevent complete
system failure;

— informing user about presented problems with recommendation how to improve system
operation (i.e. deactivate the part which requires a lot of resources e.g. animation, graphs etc.).

The above proposed ways are not the complete solution however they can prevent unex-
pected system behavior and failures.

3.4. When Such Analysis is Necessary

Most modern software is implemented using client-server architecture with different levels of
complexity. Complete performance of such applications depends on the performance of its indi-
vidual parts. For QA this means that each of the system parts has an impact on the quality of sys-
tem operation and requires attention [5].

Performance of the client part is limited by software and hardware characteristics of the
client device and normally minimum specifications are used to control this. Network performance
is guaranteed by Internet providers and is limited by network hardware and data transmission
medium. The Server part can be represented by a huge number of devices connected in one net-
work. Each of the nodes will have its own impact on total quality of the software. Dependency on
system complexity and the amount of required testing is directly proportional, since the number
of points that can lead to possible failure is higher.

Another popular deployment approach is using a number of different cloud services. In
such a case the quality of system operation in a real environment is guaranteed by the cloud serv-
er provider according to the specified characteristics of the resources selected in the agreement.

Traditional QA seen in an engineering environment cannot cover all the possible issues
that can occur because of problems in the components of the system operation. It is understanda-
ble that there is no existing way to predict all possible problems. However changes in software,
hardware and network parameters can help to find a lot of the problems that never appeared on
test environment. Despite the fact that it is not possible to test this type of systems under all pos-
sible conditions, clearly there are economic implications on the number and type of tests that can
be performed.

3.5. Network Characteristics Without a Function in Testing Software

There is no universal tool which can solve the task of changing the conditions of the system oper-
ation. However there are some approaches that can be used during the QA process to produce
possible errors due to low network or remote server performance. Approaches are based on the
regulation of the network performance on the client side. This is particularly an issue when mo-
bile devices using wireless networks are part of the requirement.

One approach is the usage of an external proxy-server to connect to remote servers with
the testing system. There are a number of proxy-servers available at the moment with different
quality of operation. These allow variable delays to be obtained in the range from 3s to 30-40s.
Some can lead to a delay of more than 60s (mostly situated in Latin America or some countries in
Asia). Usage of an external proxy-server allows the system to be observed in operation with dif-
ferent level of network performance. These approaches are limited by security policy issues.

The second way is by using a VPN connection. VPN connections with different settings
are used as tunnels to control the speed of data exchange. VPNs have a good level of security but
required additional resources to be established and configured for different tasks.
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A similar variant is the usage of network devices on the client side to limit network per-
formance by changing their parameters.

3.6. Network Characteristics Without a Function in Testing Software

There is a well-known axiom regarding QA: “While costs vary by project and environment, the
costs to fix defects follow what has come to be known as the "1:10:100" rule” [11]. That means
that the cost of each defect becomes 10 times higher at the next stage of product life-cycle.

The problems, discussed in the paper, are typically identical in a last production stage and
their fixes will costs hundreds times detection at the initial stage. At the same time if a bug is de-
tected and fixed in a traditional test phase it will be 10 times cheaper.

One of the most discussed questions is how much resources should be spent on QA. Fig-
ure 3 shows the Software Test Costs and Return on Investment (ROI) proportions [12].

/ Cost Of Testing

Optimal Testing will be unique for each IT System

Number of bugs missed

Figure 3 — Software Test Costs and Return on Investment (ROI)

The most common data provided in the books is that QA takes 30% of all product imple-
mentation process. At the same time most modern companies (e.g. Microsoft) prefer working us-
ing 1:1 ratio between QA and development (i.e. QA takes 50% of whole software development
lifecycle). The results obtained from automated estimation models, available in the Internet, typi-
cally vary from 20 to 50% depending on project complexity. Table 3 contains result of survey
based around the question “How much time spent on testing in comparison to the whole software
development life cycle” [13].

Table 3 — Respondents to Questions

Question Response Option % of Respondents
< 30% 28%
30% - 50% 48.6%
50% - 75% 14%
75% -100% 7%
Other (please specify) 3.75%

3.7. Conclusions from Experiments Conducted

Based on the users’ behavior from conducted experiments following general conclusions have

been done:
1. Users don’t want to re-enter data.

2. In the most cases people didn’t experience the problems with animation (picture ap-
peared without fade-In, pop- Ups hidden without fade-In and fade-Out). It was observed as de-

sign drawback but not as error on the website.
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3. If the user is not focused on the specific content they will not pay attention to its ab-
sence (graphs, videos, user profile).

4. Problems with navigation are the only cases that cause an equal number of clicks and
reloads, thus creating double load on system.

5. Current research is corporative and a large number of the respondents are involved in
the IT industry (QA, developers etc.). This may suggest the reason is that they pay attention to
problems which trivial user ignore.

6. It is better to display nothing, than broken styles.

7. Users don’t like to click on pending elements — they prefer to initiate page reloading.

4. Conclusions

A significant saving can be made in the area of Software Maintenance by carrying out exhaustive
testing before system release. This saving can be found not only in costs but also in terms of user
annoyance. Fig. 4 shows the hidden areas that are not obvious when calculating the cost of fail-
ings that show up when the system has been delivered [14].
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Figure 4 — Quality Iceberg

Having a tight QA procedure process can provide a significant improvement on the elimi-
nation of system failures. However this is dependent on considering all the components of the
system.

This paper concentrates on the issue associated with testing in a real time environment
under conditions that can be experienced by the end users.

Since most modern systems are dependent on external factors such as Cloud providers, in-
ternet operation, variety of client equipment this makes the testing process even more complex.
Real time testing of the system is essential. It is also necessary to assume that the external pro-
viders do not meet their specification 100% of the time 24/7 and so testing assuming out of range
conditions must be undertaken.
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