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Anomauia. Y cmammi onucano memoo MOHIMOpUH2Y cmary 6e3neKu J0KaAIbHUX KOPROPAMUBHUX MePELC,
AKull 00 €OHy€E npoyecu CuHmesy ma aHaizy mooenei no8eoiHKu 6XIOHUX OAHUX, NPOSHO3Y8AHHS IX 3HA-
yeHv i MoOemosanHs npoyecis kibepamax. Cmeopero mooeni-kracughikamopu xibepsazpos. Xapakxmepu-
CMUKU NOMOKIB8 OAHUX HAOXO0OAMb Y Mepedicy 3a 00NOMO200 0AM4UKie, BCMAHOBNIEHUX ) 3a30a1e2i0b 3a-
NJIAHOBAHUX MOYKAX-NACMKAX KOMN TomepHoi mepedici. Biobysacmuvcs xnacughikayis eexmopis i3 noxkas-
HUKI8, o xapakxmepusyromo yi kibepamaxu. Ompumani pe3yiomamu npeocmasieti y eueisoi KiibKiCHUX
i AKICHUX OYIHOK 8I0N0GIOHO 00 OCHOBHUX NOJIONHCEHb MEOpIi CKIAOHUX cucmem. Jna niosuwyeHHs egexmu-
B6HOCI 3AXUCHLY Mepedci OYI0 3anpONOHOBAHO YEHMPALi3y8amuy OOYUCTIOBANbHUL NpoYec i3 GUKOPUC-
manHam epio-ingpacmpyxmypu ma xmapoi naameopmu. Ilpogedeno nonepedne nopienanus epio i xma-
pHOI mexnonoeiu. Tpydomicmka i 064UCTIO8ATbHO CKIAOHA NPOYedypd NePeHOCUmbCsl 3 TOKAAbHUX 004UC-
JIHOBANILHUX MePediC y 8UCOKONPOOYKMUBHI cepedosuyd. 3a 00nomo2orw imimayiinux moodenei 0yi0 npo-
8€0€HO OOCIONCEHHS 3MIH CIAHIE cxeMu 00poOKU 3anumie, UX00s4u 3 6UOIPKU amax, wo HAOIIIU 00
Komn'tomepHux cucmem. Modenv, npu HAOX00JCEHHT XIOHUX NOMOKIE OAHUX, BPAXOBYE iX 6UO, A MAKOIC
iHmeHcusHicmyb, 3ano0diearyy GUKOPUCIMAHHA OOHOMUNHUX amaK 015 30IUCHEHH 3A0YMAHOT 3108 MUCHU-
KOM CXeMu, MAKUM YUHOM HelUmpanizyiouu ix eniue, 0036018104 U aHANIZY8amu OLIbUL CKAAOHI 6udu Kibe-
pamax. Kpim xibepbesnexu, npuckopenHs 3a80aHHSA MHONCUHHO2O PO3NIZHABAHMA € AKMYATbHUM i O
bacamvox THWUX 8ANCIUBUX O0O0AMKIB, MAKUX K IHMENeKMYATbHUll AHANI3 OAHUX, NPUCKOPEeHa 00pobKa
XML-3anumie, ynpaeninns mexnonocicio QoS, ¢inompayis 6 IP-meneghonii, onmumizayis Keuiygamws
moujo.

Kntrouosi cnosa: cunmezamop modenet, Kibepamaxu, cucmema MOHIMOPUHSY.

Annomauus. B cmamve onucan memoo MOHUMOPUHEA COCMOSHUS Oe30NACHOCIU JIOKATbHBIX KOPHOPa-
MUHbIX cemell, 00bEOUHAIOWUL NPOYecCbl CUHMe3a U AHANU3A MoOelell NOBeOeHUsl 6XOOHbIX OAHHbIX,
NPOCHO3UPOBAHUSL UX 3HAYEHUll U Mooeauposanusi npoyeccog kubepamax. Coz0anvl Mmodenu-
Kaaccuguxamopuvl Kubepyepos. Xapaxmepucmuky HOMOKO8 OAHHBIX NOCMYNAIOM 6 Cemb C NOMOUbIO
0amuuKo8, yCManoeleHHbIX 6 3apaHee 3anIAHUPOBAHHBIX MOYKAX-T08YIUIKAX KoMnbiomepHou cemu. TIpo-
UCXooum Kiaccupurayus 6eKmopos u3 nokazamenel, xapaxmepusyowux smu kubepamaxu. Ilonyuennule
pe3yibmamul NPeoCmagieHsl 8 8Ude KOIUYECMBEHHbIX U KAYeCMBEHHbIX OYEHOK 8 COOMBEMCmMEUlU ¢ OCHO-
BHBIMU NOLOMHCEHUAMU MEOPUU CIOHCHBIX cucmeM. [l nosviuenus d¢gexmusnocmu 3awumol cemu 0bi-
JI0 NPEONIOHCEHO YEHMPATU08AMb BbIYUCTIUMENbHBLL NPOYECC € UCNONb308AHUEM 2PUO-UHDPACMPYKMYPbl
u obnaunou naamgopmul. Ilpogedeno npedsapumenvroe cpasuenue pud u ooaaunol mexunoaoeuu. Tpy-
00eMKas U GbIMUCIUMENbHO CILOMNCHASL NPOYedypa NEPEHOCUMCS ¢ JOKATbHbIX GbIYUCTIUMENbHbIX cemell 8
8bICOKONPOU3800UmMenbHule cpedbvl. C nOMOWbIO UMUMAYUOHHBIX MoOeel Obllo NPOBEOeHO UCCIe008aHUE
UBMEHEeHULl COCMOSIHULL CXeMbl 00pabomKu 3anpocos, UCX00sl U3 8blOOPKU NOCMYNUSUIUX AMAK 8 KOMAbIO-
mepHbie cucmemvl. Modenw, npu NOCMynieHuU 6X0OHbIX NOMOKO8 OAHHBIX, VUUMbIBAeN UX U0, d MAKlce
UHMEHCUBHOCMb NOCAEOHUX, NPedompawds UCNOIb3068aHUe OOHOMUNHBIX AMAK O OCYUeCmBIeHUs.
3GA0YMAHHOU 310V MbIULIEHHUKOM CXeMbl, MAKUM 00pa3om Heumpanu3sys ux 6030etcmeus, no360Jss aHaIu-
3uposams OoJee crodcHble 6udbl Kubepamak. Kpome xubepbezonacnocmu, yckoperue 3a0a4u MHOJCeCm-
6EHHO20 PACNO3HABANUSL AKMYATLHO U OJISL MHO2UX OPYSUX BANCHBIX NPULONCEHUL, MAKUX KAK UHMELIEK-
MYanvbHbll AHAAU3 OAHHBIX, YCKopenHas obpabomka XML-3anpocos, ynpasnenue mexuonozuei QoS, gu-
avmpayus 8 [P-menegonuu, onmumusayus KIWUPOSarus u m.o.
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Abstract. The paper describes a method of monitoring the security status of local corporate networks,
which combines the processes of synthesis and analysis of input behavior patterns, prediction of their
values and modeling of cyberattacks. Model-classifiers of cyber threats have been created. Characteristics
of data flows come into the network with the help of sensors installed in advance scheduled trace points of
the computer network. There is a classification of vectors from the indicators that characterize these cyber
attacks. The obtained results are presented both quantitatively and qualitatively, in accordance with the
basic provisions of the theory of complex systems. In order to increase the efficiency of network
protection, it was proposed to centralize computational process using grid infrastructure and cloud
platform. A preliminary comparison of grid and cloud technologies has been carried out. The workload
and computationally complicated procedure is transferred from local computer networks to high-
performance environments. Using simulation models, it was investigated changes in the state of the query
processing scheme, based on a sample of attacks that came to computer systems. The model takes into
account heterogeneous input data flows and the possibility of changing the intensity of requests in
information systems by attackers, which allows choosing ways to counteract and neutralize the effects of
their impact, and analyze more complex cyberattacks. With the help of simulation models, the dynamics of
changes in the conditions of the subsystem blocking queries in the process of recognition of cyber attacks
in critical computer systems is researched. In addition to cybersecurity, accelerating the task of multiple
recognition is relevant to many other important applications, such as intelligent data analysis, accelerated
processing of XML queries, QoS technology management, IP-telephony filtering, caching optimization,
etc.
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1. Introduction

The rapid development of scientific and technological progress in the early 21st century in the
field of information technology (IT technologies) is associated with the widespread introduction
of them into all areas of the modern society of any developed state of the world. The high pace of
informatization of Ukrainian society and state institutions contributes to the further growth of the
role and place of cyberspace in the issues of ensuring national security in the information sphere.
Cyberspace today is a system-forming factor, whose security not least determines the level of
information security of the state.

The mass availability of IT technologies offers wide opportunities for unauthorized access
to state information resources for unauthorized users and criminal groups, which creates
preconditions for security threats in the national segment of cyberspace in the information sphere
[1]. Countering such threats is a fundamental aspect of strengthening the strategic stability of the
state and its information security [2]. An incident in information security related to massive
cyber-attacks on state information resources, held in February 2012 in the national segment of
cyberspace, unprecedented in world practice by its counterparts and implications for state
authorities, prompts the revision of existing concepts of building information security systems
and strategies for their effective use.

2. The analysis of recent researches and publications

The analysis of recent researches and publications [1-5] allowed to establish one of the priority
directions of increasing the level of protection of information resources in particular, and further
stabilization of information security of the state as a whole. It consists in a qualitatively new
solution to the problem of state information security by creating modern methods and means of
protecting information from cyber-attacks, which implement unauthorized access to information
resources of information and telecommunication systems and technical objects of their
infrastructure. Thus, significant scientific results in solving the problem of information security of
the state and the disclosure of its separate components were obtained in scientific works [1-3, 6—
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11], etc. However, despite this, the problem remains relevant not only for Ukraine but also for the
whole world the community.

Proceeding from the unified system positions [12, 13] and the need to implement an
integrated approach to building progressive systems of information security at the present stage
of the development of science and technology, there is an objective contradiction between the
high requirements put forward to ensure the security of information resources in conditions of
information conflict during implementation of the processes of cyber-attack, and the fundamental
impossibility of their implementation on the basis of modern information security practices based
on obsolete models and methods. In addition, the lack of a common methodological basis further
exacerbates the problem of information security. Thus, the further development of mathematical
tools for studying the problem of the state information security is an urgent scientific task that
needs to be addressed.

In this regard, the purpose of the article is to develop an appropriate methodology for the
synthesis and analysis of models and methods for modeling the processes of cyber-attacks,
necessary and sufficient for solving a number of practical problems of information security.

3. Basic research materials

It is known [9] that the basis of mathematical models and methods for modeling the processes of
cyber-attack is based on three basic approaches — theoretical, empirical and theoretical-empirical.
The aforementioned approaches are based on the methods of such theories: support and decision
making, sets, graphs, games, perturbations, probabilities, Petri networks and semi-Markov
processes, as well as methods of matrix and economic analysis, neural networks and Markov
chains, optimization methods, logic and traffic theory. A grouping of a definite mathematical
toolkit has made it possible to establish that all known models based on the above methods can be
classified into three main classes — static, stochastic and dynamic. [11] shows that the application
of known models allows obtaining quantitative, qualitative and quantitative qualitative estimates
of the level of protection of information resources, but in practice these models are limited to
assessing the predicted level of security, since its unjustified overestimation or understatement
can lead to significant financial costs. At the same time, the overwhelming majority of models
and methods are designed to simulate the processes of cyber defense. Thus, as it is clear from the
foregoing, on the basis of the existing methodological apparatus it is difficult to achieve the
objective set forth in the article. For the completeness of describing the processes of cyber-attack
in modern conditions it is advisable to apply a fundamentally new modeling concept based on the
synthesis of methods and models based on the base of algorithms for model synthesis.

According to the results of the patent search, the critical analysis of protected
dissertations, monographs on the topic defined in the article, available from open print, it was
established that to date, in the field of state information security, such a modeling concept and,
accordingly, mathematical tools have not been used before, what determines the scientific priority
of the study. The effectiveness of modeling the processes of cyber-attack using methods of
synthesis theory of models using synthesis algorithms is due to a number of circumstances [13].
Part of models and methods of simulation based on neural networks, methods of taking into
account group arguments, genetic algorithms, etc. open the possibility of research on the
development of the dynamics of cyber-attacks, their randomized origin are taken into account,
and also adequately reflect the antagonism of the interests of the subject. The antagonism
generated by the contradiction between the interests and goals of the players is the source of the
information conflict. Information Conflict, as a systemic phenomenon, is characterized by
structural, dynamic and game-theoretical properties, neglecting any of which — it is impossible.
The use of a synthesizer of models and simulation techniques will, in practice, result in the
development of effective preventive measures aimed at protecting information. Unlike other
operating methods, such as Laplace integral transformations, Mellin, Fourier, etc., the modeling
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area is not limited to linear equations. The property of the system's adaptability to the choice of
the form of modeling increases the efficiency of the methods of synthesis and analysis of
information security systems, as well as the simulated processes. The lack of methodological
error ensures the reliability of the methods and the adequacy of the models to the actual
processes. Possibility of obtaining analytical models using the method of various algorithms for
model synthesis opens new ways for the introduction into practice of protection of a wide class of
progressive systems of information security. Mathematical modeling of application data
protection problems by such methods is based on the observance of such factors, which verbal
level determines the essence of this theory.

Based on the well-known approach to the construction of methodologies [13], the article,
on the basis of research, proposes a methodology for the creation of instruments for synthesizer
models and methods for modeling the processes of cyber-attack using a database of algorithms
for the synthesis of models:

1. Determining the set of states of the information security system.

2. Selection of strategies for cyber defense (neural network, algorithm of the method of
group consideration of arguments, etc.).

3. Optimization of cyber defense strategies and security assessment.

4. Forecasting the development of the dynamics of the process of cyber-attack.

5. Optimization of cyber defense resources and security assessment.

6. Evaluation of the effectiveness of the information security system.

4. Conclusions

On the basis of the proposed methodology of synthesis and analysis of the models formed by the
synthesizer models and methods for modeling the processes of cyberspace, it is possible to build
both software and hardware-based information security systems integrated into newly created
technologies that are designed to provide in real time the predicted level of protection of
information resources from the cyberattack of the predicted class. The application of the
methodology also provides the choice of the best option for the construction of a progressive
information security system based on an integrated system performance indicator based on
developed models and simulation methods. Based on the synthesizer of models and methods of
analysis of different types of algorithms, the methodology allows to assess the current and
projected level of protection, as well as provides prediction of the development of the dynamics
of the process of cyber-attack, during which the current level will correspond to the given, which
will facilitate the selection of preventive strategies of cyber threats, adequate conditions for the
occurrence of information conflicts in systems information security.
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