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Anomauin. Y cmammi 3anpononosaro peanizayiro cneyudiunoi inghopmayitinoi cucmemu 3a6e3neyenHs
inopmayitinoi besnexu nionpuemcmea. [JocnioxnceHo ma NpoaHaniz08aHo 0COOIUBOCHI MIHCHAPOOHO20
cmandapmy ISO/IEC-15408, saxuii € memoodonocicio 3a60aub, oyinku ma kamaniozom eumoe desnexu IT.
Busnaueno cneyuixy 3acmocyeanns 3a2anvHux Kpumepiig 6esnexu ma K npukiad 6npoeaodCceHHs Ha
nionpuemcmsi «3aeanvrux kpumepiiey 3anpononosano zacmocysanns cayaco Active Directory. Busnaue-
HO nepegazu ciycou kamanoeie Active Directory 6 nopisHauni 3 pobouoio epynoro (Workgroup). 3anpo-
NOHOBAHO NOKPOKOBY No6y008y 8i0MOBOCMILKOI cucmemu 3axucmy oanux nionpuemcmea. Ocobnaugicmio
3anpoNnoOHOBAHOI cucmemu € 8i0MOBOCMIUKICMb CYICOU KAManoeis, AKa 3a0e3neuyemvCsl WasIXOM po320-
DPMAaHHs Cepeepie-KOHMPONEPie 0OMEHY 8 KOJHCHOMY 0OMeHi. Busnaueno 20n106Hi 3a60anHs 3anpOnOHO8A-
HOI' cucmemu 3axucmy OaHux, 00 AKUX HANEHCUMb KOMNJIEKCHICIb OXONIeH s (YHKYIU YNpasninHs,; ege-
KMUBHICMb 8UKOPUCIMAHHA KOMN T0MepHO-MeNeKOMYHIKAYiliHo20 00NAOHAHHA | NPOSPAMHO20 3abesne-
YeHHs; A0AnMUGHICMb QYHKYIOHANLHOI MA THCMPYMEHMANbHOI CMPYKMYpU cucmemu 00 0coOausocmel
Kepoeano2o 06 ’ekma. 3anpononoeana KOMNIeKCHa CUCMeMA 3axucmy OaHux CK1aoacmucs 3 psoy KOMNo-
HeHmis, 83aEMON08 a3anux Mmixc co6oio. 0008 ’s13K06010 CKIAO0B0I0 HANALOONCEHH KOMNAEKCHOI cucme-
MU 3aXUCY € OP2aHi3ayia cucmemu pe3epeHo20 KONiO8aAHHsA KPUMUYHUX 06a3 0aHUX, WO GKII0YAE 6 cebe
NIAHYBAHHS PO3KAA0Y PE3ePEHO20 KONII0GAHHs 05 PISHUX cepeepis. /s Kepysanus npasamu 00Cmyny
000aHo epynu KOPUCmyeayie, 6paxogyouu 0cooaugocmi pobomu niOnpuUEMcmea, a HalaWmyeanHts noi-
MUK 0A€ MONCIUBICMB 0OMeHcUMU OOCMYN 00 OAHUX HA (alliosUX cepeepax nionpuemcmeda y 6i0no8ioHo-
cmi 3a pisHUMU pieHAMU docmyny 00 iHgopmayii. Bnposadoicenus mamepianie 00CaiONCeHHS Y RPAKMUKY
BUpiUIEeHHs NPUKIAOHUX 3A60AHb, CHPAMOBANHUX HA GNPOBAONCEHHS CUCTEMU 3aXUCTY OAHUX HA NIONPUEM-
cmeax, niomeepodicere aKmamu NPaKmuyHo2o 3acmocyéanus na nionpuemcmesi TOB Meouunuii yenmp
«Koncuniym Medixany.

Knrouoei cnosa: cucmemu 3axucmy, cmanoapmu, 8iOMOEOCMIUKICIb, 3aXUCH OAHUX.

Abstract. The article proposes the implementation of a specific information system for ensuring the infor-
mation security of the enterprise. The peculiarities of the international standard 1ISO/IEC-15408, which is
a methodology of tasks, assessments and a catalog of IT security requirements have been studied and ana-
lyzed. The specifics of the application of general security criteria have been defined and the use of Active
Directory services has been proposed as an example of the implementation of General Criteria at the en-
terprise. The advantages of the Active Directory service in comparison with the Workgroup have been
determined. Step-by-step construction of a fault-tolerant enterprise data protection system has been of-
fered. A feature of the proposed system is the fault tolerance of the directory service, which is ensured by
deploying servers — domain controllers in each domain. The article defines the main tasks of the proposed
data protection system, including the comprehensive coverage of management functions, the efficiency of
use of computer and telecommunications equipment and software, and the adaptability of the functional
and instrumental structure of the system to the features of the managed object. The proposed complex data
protection system consists of a number of interconnected components. A mandatory component of setting
up a comprehensive protection system is the organization of a backup system for critical databases, which
includes planning a backup schedule for various servers. To manage access rights, user groups have been
added, taking into account the specifics of the company's work, and setting policies makes it possible to
limit access to data on the company's file servers in accordance with different levels of access to infor-
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mation. The implementation of research materials into the practice of solving applied tasks aimed at im-
plementing a data protection system at enterprises has been confirmed by acts of practical application at
the enterprise Medical Center Consilium Medical LLC.
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1. Introduction

The problem of leaks of information from a variety of commercial and non-commercial
enterprises is becoming a daily occurrence. The issue of data security is quite relevant in any
enterprise. Ensuring information security at the enterprise comprises the development of a
comprehensive information protection system and constant control over the sources of various
potential threats, and the need to protect information in various ways (protection of programs
against reading and copying, protection of copyrights to information, protection against
unauthorized access, and launch of programs).

The aim of the article is to conduct research and implement a comprehensive data
protection system using protection profiles.

2. Results of the research

In the international standard 1ISO/IEC-15408, there are main subjects and objects of security [1].
This standard is the most successful result of the generalization of the experience of various states
in the development and practical use of information technology (IT) security assessment criteria.
The basic documents that formed the basis of the General Criteria and the connections between
them are presented. When carrying out work on the analysis of the security of the enterprise, it is
advisable to use the General Criteria as the main criteria that allow assessing the level of IP
protection from the point of view of the completeness of the security functions implemented in it
and the reliability of the implementation of these functions. The development of this standard had
the following main goals:

« unification of national standards in the field of IT security assessment;

« increasing the level of trust in the assessment of IT security;

* reducing IT security assessment costs based on mutual recognition of certificates.

The new criteria were to ensure mutual recognition of the results of a standardized
security assessment in the global IT market. The first part of the General Criteria contains
definitions of general concepts, concepts, and a description of the model and methodology of IT
security assessment. It introduces the conceptual apparatus and defines the principles of
formalization of the subject area. The requirements for the functionality of protection tools are
given in the second part of the General Criteria and can be directly used in the security analysis to
assess the completeness of the security functions implemented in the IS. The third part of the
General Criteria, along with other requirements for the adequacy of the implementation of
security functions, contains a class of requirements for the analysis of vulnerabilities of protection
means and mechanisms called Vulnerability Assessment. This class of requirements defines the
methods that should be used to prevent, detect, and eliminate various vulnerabilities such as side
channels of information leakage, errors in the configurations that lead to the transition of the
system to a dangerous state, insufficient stability of security mechanisms, the presence of
vulnerabilities in information protection tools that allow users to gain unauthorized access to
information bypassing existing protection mechanisms. According to the level of systematization,
completeness and possibilities of detailing the requirements, universality and flexibility in the
application of general criteria, they represent the best of the currently existing standards.
Moreover, what is very important, due to the peculiarities of its construction, it has practically
unlimited opportunities for development, it is not a functional standard, but a methodology of
tasks, assessments and a catalog of IT security requirements that can be expanded and refined [2].
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As an example of the implementation of the General Criteria at the enterprise, the
introduction of Active Directory has been used. Deployment of the Active Directory directory
service in comparison with a workgroup (Workgroup) provides the following advantages:

« Single point of authentication. When computers work in a workgroup, they do not have a
single user database, each computer has its own. Therefore, by default, none of the users has
network access to another user's computer or server.

A single point of policy management. In the network (workgroup) all computers are
equal. None of the computers can control the other one, all computers are configured differently,
and it is impossible to control compliance with uniform policies or security rules. When using a
single Active Directory directory, all users and computers are hierarchically distributed across
organizational units, to each of which uniform group policies are applied.

* Integration with corporate applications and equipment. A great advantage of Active
Directory is compliance with the LDAP standard, which is supported by hundreds of
applications, such as mail servers (Exchange, Lotus, Mdaemon), ERP systems (Dynamics,
CRM), proxy servers (ISA Server, Squid), etc. (these are not only applications for Microsoft
Windows, but also Linux-based servers).

 Unified application configuration repository. Deployment of the Active Directory
directory service is a prerequisite for the operation of Exchange Server or Office
Communications Server, and the DNS domain name server configuration can also be stored in
the directory service.

* Increased level of information security. The use of Active Directory significantly
increases the level of network security, as it will be a single and secure storage of accounts.

« Scalability and fault tolerance of the Active Directory directory service. The hierarchical
structure of domains allows flexible scaling of IT infrastructure to all branches and regional
divisions of companies.

Fault tolerance of the directory service is ensured by deploying 2 or more servers —
domain controllers in each domain. All changes are automatically replicated between the domain
controllers. In the event of failure of one of them, network performance is not affected, because
the remaining ones continue to work. An additional level of fault tolerance provides the
placement of DNS servers on domain controllers in Active Directory, which allows each domain
to have several DNS servers that serve the main zone of the domain. And in case of failure of one
of the DNS servers, the remaining ones will continue to work, and they will be available both for
reading and for writing, which cannot be ensured using, for example, the Linux-based BIND
DNS server [3].

3. Materials and methods

It is advisable to start building a fault-tolerant data protection system by planning the structure of
the domain and its components. Before installing the platform, it is necessary to prepare a
suitable server with the necessary technical characteristics. The key parameter for ensuring fault
tolerance of the server is the organization of disk space for the formation of the necessary
operating systems or platforms. The next step is the preparation of the platform for the
installation of the Active Directory service (installation and configuration of the servers have
been carried out on the VMware ESX 6.5.0 platform, see Fig. 1 and Fig. 2).
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Figure 2 — Implementation of Windows Server 2012 R2 for Active Directory

After installing the platforms, install the directory service. It is advisable to install the
service on three servers, so the first ISGLBS-server will be primary, and ISGLBS-DC2 and
ISGLBS-DC3 will be in replication with it, and thus there will be backups. Running the script is
done with the help of Windows PowerShell. For further preliminary unified configuration of
servers and personal computers of users, it is necessary to develop instructions for the initial
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configuration of servers and configuration of computers. The next step is to organize a
comprehensive backup system for critical databases, and it starts with planning the backup
schedule for the various servers.

In this case, the server backup schedule follows:

15:00 — Test Server (ISGLBS-TEST) — Every day

17:00 — Domain Controller 3 (ISGLBS-DC3) — Every day

17:30 — Domain Controller 1 (ISGLBS-DC1) — Every day

18:00 — Domain Controller 2 (ISGLBS-DC2) — Every day

19:30 — File Server (ISGLBS-FS1) — Every day

21:00 - MCMED Server (ISGLBS-MCMEDL1) — Every day

23:30 — Backup server (ISGLBS-BS1) — Every day

00:30 — File Server (ISGLBS-FS2) — Every day

01:30 — Terminal Server (ISGLBS-TS1) — Every day

04:30 — Terminal Server (ISGLBS-TS2) — Every day

06:00 — Terminal Server (ISGLBS-TS3) — Every day

After developing a backup schedule for various servers, you can proceed to the next stage
of organizations of a comprehensive backup system of critical databases. It is advisable to use
RAID data virtualization technology to install and configure the backup server. Since a
comprehensive data protection system consists of a number of components that are
interconnected, it is appropriate to consider each element necessary for functioning. First of all, it
is necessary to enter the entire structure, groups of users, and users themselves. The very structure
of the enterprise domain is presented in the form of a tree (Fig. 3).
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Figure 3 — The structure of the enterprise domain

For flexible management of access rights, it is advisable to add user groups, taking into
account the specifics of the enterprise. The next step is to configure group policies and verify
replication with other servers running the enterprise's Active Directory directory services. The
stage of policy setting is also individual and provides an opportunity to limit access to data on the
company's file servers in accordance with different levels of access to information. The last stage
of the implementation of a comprehensive data protection system is the configuration and
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organization of automated backup of the company's servers. It is also necessary to install and
configure a backup server, on which it is necessary to create appropriate folders to which backups
will be made according to a previously developed schedule. All automated processes will be
launched with the help of service users (accounts entered into the domain structure for the
purpose of performing automated tasks).

4. Conclusions

The growth of information volumes, information uncertainty, and the complexity of information
management of business processes of the enterprise determine the use of information
technologies. Prevention and neutralization of any threats, both internal and external, is possible
due to the use of a new comprehensive data protection system using protection profiles. The
introduction of a new comprehensive data protection system using protection profiles makes it
possible to increase the level of protection to the required level, monitor and control the network
traffic of the enterprise's corporate network, and track any actions to the end computer and the
user.
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